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The Research on the Application ofi therActive Cyber Defense to
Strengthen the Military Information Security Protection Ability
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Abstract
1.The latest edition of “2020 National Information and Communication Se-
curity Situation Report, Taiwan” points out that cyber-attacks are diverse
and increasingly complex. In recent years, the popularity of emerging
technologies such as the IOT, ICS, UAV, and 5G communications have
made everything easier to be threatened by hacker attacks. Along with

the trend, plus cyber threats from China, MND should take actions cau-
tiously.
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2.To take the initiative in the network’s offensive and defensive actions,
the “Active Cyber Defense (ACD)” mechanism, from detection to the
counter measurement, should be deployed ahead, respond immediately,
and effectively deter in response to ever-changing cyber threats.

3.Under the threat of cyber-attacks from CCP, it is recommended that the
military should develop ACD mechanism, turn defense from passive to
active, and so forth empower the defense-in-depth mechanism, build an
Al analysis platform, and improve the cyber threat COP network. By
means of the above-mentioned, we are able to strengthen the military’s
information security, prevent and deter the CCP’s invasion in a timely

manner.
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