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Analyzing on Russia’s Application of  “Cyber Warfare”
-An example of the Russia-Ukraine War in 2022

Abstract
1.Information warfare is crucial in modern war and is seen as a key capa-

bility for achieving decisive results, The necessity to control information 
in war is known as “information blockade” or “information dominance.” 
Cyber warfare is an element of information warfare and is a form of 
hacking, which involves disrupting an opponent’s computer network and 
systems to access confidential information for one’s own political pur-
poses.
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2.Russia has developed advanced cyber capabilities to conduct informa-
tion, propaganda, espionage and cyberattack activities around the world. 
Targets such as Ukrainian websites and important strategic corporate 
systems are locked on or neutralized in peacetime. Such corporations of-
ten control national key infrastructures such as banking, energy, water, 
power, communications, nuclear bombs and satellites in order to gain 
proactive control and decisive success.

3.The Russian attack on Ukraine was preceded and followed by cyberat-
tacks. We will need to have the ability and mechanism to quickly divert, 
recover and restart backups in order to prevent cyberattacks and distrib-
uted denial of service(DDoS) attacks on data centers, networks and other 
highly sensitive data by our enemies in the future.  Through international 
cooperation and information sharing, we can establish joint defense 
mechanisms with friendly countries and support our participation in in-
ternational cyberspace. Cyber warfare is where our country can make a 
big play.

Keywords: Russia, cyber warfare, Ukraine

1 ( ) 56 2 2022 4 1
70

2   2021 3 3 5
3 2022 3 3

https://www.thenewslens.com/article/163417 2022 5 13



90　

4 2022 2 25 https://forum.
ettoday.net/news/2196297?fbclid=IwAR39gDCLBTpWizSd_CDm6sLhxnFXnYc6L6OtU9dqvZfBA5SQcFAz7vT1eqc

2022 5 13
5 BBC NEWS 2022 3 1 https://www.bbc.

com/zhongwen/trad/world-60555056 2022 5 13
6 3
7 (Denial of Service Attack DoS)

((Bot) (DDoS)
https://www.twnic.tw/NEWS4/165.php 2022 5 13

8 2017 Russia Military 
Power Report, Defense Intelligence Agency, June 23, 2017, p.6

9 ALJAZEERA 2022 2 23 https://chinese.aljazeera.net/opinions/2022/2/ 
23/ 2022 5 13



91

10 2017 Russia Military Power Report, Defense Intelligence Agency, June 23, 2017, p.32
11 10
12 9
13 Daniel Brown, Russian-backed separatists are using terrifying text messages to shock adversaries -and it's changing the face of 

warfare, INSIDER, Aug 15,2018, https://www.businessinsider.com/russians-use-creepy-text-messages-scare-ukrainians-chang-
ing-warfare-2018-8 2022 5 16



92　

2017 Russia Military Power Report, Defense Intelligence Agency, June 23, 2017, p.73

14 ( ) 2020
5 18 https://www.cw.com.tw/article/5100290?template=transformers&from_id=5120248&from_index=6&rec=k2i

2022 5 13
15 Andrew S. Bowen, Russian Cyber Units, Congressional Research Service, February 2, 2022,p.1
16 U.S. Dept. Of Defense, Military And Security Developments Involving The People's Republic Of China 2021, November 2, 

2021,p.147
17 (   GRU)

(SVR) (FSB) (FSO)
SVR 6 25,000 GRU , DBpedia, https://dbpedia.org/page/

GRU 2022 5 16
18 Andrew S. Bowen, Russian Military Intelligence: Background and Issues for Congress, November 15, 2021,p.18
19

2014 12 2018 5 U.S. Charges Russian GRU Officers with International Hacking and 



93

Andrew S. Bowen, Russian Cyber Units, Congressional Research Service, February 2, 2022,p.1 Russian State-
Sponsored and Criminal Cyber Threats to Critical Infrastructure, CISA, April 20, 2022,p3-5

Related In uence and Disinformation Operations, The United States Department of Justice, October 4, 2018,https://www.justice.
gov/opa/pr/us-charges-russian-gru-o cers-international-hacking-and-related-in uence-and 2022 5 16

20  VPNFilter 
 

DDoS 2022 2 24 https://technews.tw/2022/02/24/ukrainian-is-under-massive-ddos-and-informa-
tion-warfare-attacks/ 2022 5 13

21 - BBC 2022 2 5 https://www.bbc.
com/zhongwen/trad/world-42947727 2022 5 18

22 15 p.2 26165 74455
2016

54777 72
23 2022 2 iThome 2022 3 6 https://www.ithome.com.tw/news/149713 2022 5

13



94　

The Top 5 Russian Cyber Threat Actors to Watch, Rapid, Mar 03, 2022,https://docs.publicnow.com/viewDoc?hash_
primary=2D8B2C3D80F1D5EAACE3F65799717CECC69FF3EB APT Gamaredon 

, 8 
, SecurityLab.ru 2022,https://www.securitylab.ru/news/529611.php

2022 2 26 https://tech.ifeng.com/c/8DwgC89heH1
360 2019 12 9 http://www.360.cn/n/11390.html 2022 5 13

24  2010 12 28 A10
25  2021 5 30 https://www.rti.org.tw/news/

view/id/2101096 2022 5 13
26 Russian protective service uses unique domestic innovations, says o cial, Russian News Agency,16 SEP 2021,https://tass.com/

defense/1338431?fr=operanews 2022 5 16
27 23
28 14



95

29 CyberBerkut E 2017 7 17 https://
posts.careerengine.us/p/5ecb6a758e09df08009922ba 2022 5 13

30 iThome 2019 10 29 https://www.ithome.com.tw/
news/133879 2022 5 25

31 CyberBerkut 2017 7 18 https://www.sohu.com/a/157998836_ 
257305 2022 5 13

32 APT29,Enigma Soft, https://www.enigmasoftware.com/zh-hant/apt29-removal/ 2022 5 13
33 APT  Covid19 2020 4 22 https://blog.trendmicro.com.tw/?p= 

64059 2022 5 13
34 Gamaredon IThome 2022 2 8 https://www.

ithome.com.tw/news/149253 2022 5 13
35  Windows 

2020 APT Turla 
second-chance 2021 9 29 https://blog.billows.com.tw/?p=1404

2022 5 13



96　

36 CyberBerkut 2021 12 15
https://zi.media/@twpetsearcharlinksnet/post/amyAw7 2022 5 13

37  ALJAZEERA 2022 2 12 https://chinese.
aljazeera.net/news/2022/2/12/ 2022 5 13

38  2022 2 24 https://www.storm.
mg/article/4210608 2022 5 13

39 2015 12 -
60 25

 ALJAZEERA 2021 4 8 https://chinese.aljazeera.net/
opinions/long-reads/2021/4/8/ 2022 5 13

40 ( ) 2022 3 2
https://www.cw.com.tw/article/5120248 2022 5 13



97

Great-Power O ensive Cyber Campaigns: Experiments in Strategy, International Institute For Strategic Studies,24 
February,2022,p57 Andrew S. Bowen, Russian Military Intelligence: Background and Issues for Congress, November 
15, 2021, p.18    

( ) 2022 3 2 https://www.cw.com.tw/article/5120248 2022 5 13

41 2015 2017 BlackEnergy Industroyer/CrashOverride 
David Ruiz, Potential cybersecurity impacts of Russia s invasion of Ukraine, February 25, Mal-

warebytes LABS,2022,https://blog.malwarebytes.com/malwarebytes-news/2022/02/potential-cybersecurity-impacts-of-russias-
invasion-of-ukraine/ 2022 5 13

42 WhisperGate  Destructive Malware Targeting Organizations in Ukraine, 
CISA, March 01,2022,https://www.cisa.gov/uscert/ncas/alerts/aa22-057a 2022 5 13

43 - 2022 2 26 https://www.sohu.com/a/525634068_327908
2022 5 13



98　

DDoS 2022 2 24 https://
technews.tw/2022/02/24/ukrainian-is-under-massive-ddos-and-information-warfare-attacks/ 2022 5

13

44 39
45 30
46 23
47 13



99

DDoS 2022 2 24 https://
technews.tw/2022/02/24/ukrainian-is-under-massive-ddos-and-information-warfare-attacks/ 2022 5

13

48 20
49 20
50 ( ) 2022 2 26 https://

www.gvm.com.tw/article/87464 2022 5 28
51 Rubnet , 

2019 11 Rubnet
2019 11 1 http://www.senstrat.com/Ar-

ticle/s247.html 2022 5 28



100　

Anonymous@YourAnonOne, Twitter, February 25, 2022 ,https://twitter.com/YourAnonOne/status/1496965766 
435926039?ref_src=twsrc%5Etfw 2022 5 28

52 2019 5

2022 3 2 https://world.huanqiu.com/article/471U 
8axR0MX 2022 5 28

53 31.1 Telegram IT
31 IT 2022 3 25 2022 5 8

54 IT Yahoo 2022 2 25 https://tw.stock.yahoo.com/news/
- it -151300546.html 2022 5 28



101

55
2022 2 25 https://www.thenewslens.com/article/163306 2022 5 28

56  2022 3 6 https://www.cna.com.tw/news/aopl/ 
202203060139.aspx 2022 5 8

57 Gareth Corfield,Ukraine hit by DDoS attacks, Russia deploys malware,The Register,23 Feb,2022,https://www.theregister.
com/2022/02/23/ukraine_ddos_russia_malware/ 2022 5 8

58 Yandex 60%
IThome 2022 2 28 https://www.ithome.com.tw/news/149578 2022 5 8

59 2022 3 IThome 2022 3 4 https://www.ithome.com.tw/news/149704
2022 5 8

60  2022 2 28 https://
mp.weixin.qq.com/s/uAitou40B8ebiFJfSwJh2Q 2022 5 28

61
(SAR)

(NRO) 3 ( 84 ) Maxar Technologies 4
 2021 3 1 9



102　

62 2022 2 25 https://technews.
tw/2022/02/25/ukraine-internet-outages-spark-concerns-of-broader-blackout/ 2022 5 8

63  2022 2 28 6
64

FRI 2022 3 2 https://www.r .fr/cn/ / /20220302-
- 2022 5 8

65  2022 3 6 https://www.cna.com.tw/news/aopl/20220306 
0139.aspx 2022 5 8



103

66 Stuart A. Thompson and Davey Alba, Fact and Mythmaking Blend in Ukraine s Information War,  The New York Times, 
March 3, 2022, https://www.nytimes.com/2022/03/03/technology/ukraine-war-misinfo.html. Visited date: April 13, 2022

2022 5 18
67 56
68 110 ( 2021 10 ) 33



104　

BULL
APD-78
1943 8 12

55
12 19

12 22

57

84 10 1
( )


