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Analyzing on Russia’siApplication of “Cyber Warfare”
-An example of the Russia-Ukraine War in 2022
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Abstract
I.Information warfare is crucial in modern war and is seen as a key capa-
bility for achieving decisive results, The necessity to control information
in war 1s known as “information blockade” or “information dominance.”
Cyber warfare is an element of information warfare and is a form of
hacking, which involves disrupting an opponent’s computer network and
systems to access confidential information for one’s own political pur-
poses.
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2.Russia has developed advanced cyber capabilities to conduct informa-
tion, propaganda, espionage and cyberattack activities around the world.
Targets such as Ukrainian websites and important strategic corporate
systems are locked on or neutralized in peacetime. Such corporations of-
ten control national key infrastructures such as banking, energy, water,
power, communications, nuclear bombs and satellites in order to gain
proactive control and decisive success.

3.The Russian attack on Ukraine was preceded and followed by cyberat-
tacks. We will need to have the ability and mechanism to quickly divert,
recover and restart backups in order to prevent cyberattacks and distrib-
uted denial of service(DDoS) attacks on data centers, networks and other
highly sensitive data by our enemies in the future. Through international
cooperation and information sharing, we can establish joint defense
mechanisms with friendly countries and support our participation in in-
ternational cyberspace. Cyber warfare is where our country can make a
big play.

Keywords: Russia, cyber warfare, Ukraine
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