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Abstract

1.Taiwan’s submarine cables carry critical civilian, financial, governmen-
tal, and defense communications, especially to outlying islands. Re-
cently, incidents of external damage rose, with repeated disruptions near
Matsu highlighting their high vulnerability.

2.China’s attacks on Taiwan’s submarine cables exhibit systematic pat-
terns, including the use of sand dredgers and fishing vessels in sensitive
waters under the guise of civilian activities to achieve political objec-
tives; deploying commercial vessels to anchor in prohibited zones to
damage cables while disguising the acts as accidents; employing auxil-
iary vessels to reduce attribution risk; and developing cable-cutting tech-
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nologies capable of extending the threat from coastal areas to the deep

Sca.

3.In light of submarine cable security having become a core national se-
curity issue, this paper seeks to propose feasible measures around the
framework of prevention, detection, response & recovery, and deter-
rence, it aims to strengthen patrol and intelligent monitoring capabilities,
establish cross-agency command and repair mechanisms, and enhance
deterrence through law enforcement and accountability. These efforts are
intended to provide forward-looking references for policymaking and na-

tional defense planning.

Keywords: Submarine Cable Security, Gray Zone Operations, Communication
Resilience and National Security
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