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On the New Type of Information Warfare and the Combination
of Network Attack and Defense

Abstract
1.With the start of the Ministry of National Defense’s policy of opening 

smart mobile devices into the camp, unit security protection has been 
implemented for every officer and soldier, but the CCP can also monitor 
every movement of its holders through social engineering methods, and 
even obtain military affairs or provide false information to mislead the 
audience.

2.In the next few years, we will have to face these large numbers of com-
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mercial IoT devices entering the military, and we will have to think 
about how to deal with it to ensure the security of the unit’s information 
network environment.

3.Information warfare has gradually shifted from attacking “critical mili-
tary facilities” to “critical infrastructure” and other people’s livelihood 
facilities. Therefore, it is necessary to think about what information se-
curity protection mechanisms should be used in the face of new informa-
tion security threats to reduce future information war losses.
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